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Abstract

Smart cities, smart grids, and in general Smart Human-centric
Ecosystems (SHEs) emerge from the co-existence of many systems
that operate according to independently owned specifications, and
evolve over time. SHEs may fail despite the correct behavior of the
systems that comprise the SHEs. Fully testing SHEs on testbeds to
prevent failures in production is impossible, and scenarios that may
lead to catastrophic SHE failures are unavoidable.

In this paper we frame the core issues of SHE failures, and pro-
pose Smart human-centric Ecosystem Monitoring, SEM, an approach
that predicts SHE failures to enable corrective actions for mitigat-
ing the catastrophic effects of failures. SEM identifies failure-prone
scenarios from the reconstruction error of SHE indicators, that is,
metric values that SEM collects from the SHE at constant frequency.
SEM computes the reconstruction error with a suitably trained de-
noising autoencoder combined with a transformer architecture. The
results of experimenting with a peer-to-peer ride-hailing ecosys-
tem operating in San Francisco confirm that SEM can effectively
predict SHE failures early enough to activate preventing actions,
and indicate the generalizability of SEM with continual learning.

The main contributions of the paper are the definition and the
exemplification of the impact of failures in SHEs, and an approach
to detect incoming failures before otherwise inevitable disruptive
effects.

CCS Concepts

- Software and its engineering — Ultra-large-scale systems;
Software testing and debugging; - Computing methodologies
— Anomaly detection.
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1 Introduction

In this paper, we present a technique to predict failures in Smart
Human-centric Ecosystems (SHEs), the important class of systems
that El Moussa et al. characterize as ‘multifaceted systems that
emerge from the composition of independently-operated and au-
tonomous systems with smart functionalities and that evolve over
time’ [49]. SHEs are ecosystems composed of systems that operate
autonomously, according to requirements defined by independent
entities, and no central ownership, and consequently with no com-
plete specifications of SHE as a whole. SHEs have been studied
since the late nineties as virtual systems of systems [46], ultra-large
scale systems [31], large-scale complex IT systems [64], and cyber-
physical systems [19]. SHEs are widely spread in many domains.
Smart cities [28], smart grids [3], global cyber-infrastructures for
healthcare [65], e-markets, e-commerce platforms [25], telecom-
munication infrastructures [30], and peer-to-peer ride-hailing sys-
tems [2, 44, 53] are relevant examples of SHEs.

The absence of central ownership and complete specifications
challenges the classic notion of correctness defined as compliance
with specifications. El Moussa et al. capture the intuitive notion of
‘expected behavior of SHE with the concept of SHE health that they
define ‘along three non-orthogonal dimensions, hardiness, consistency,
and resilience’, where ‘hardiness indicates the strength of a SHE in
terms of amount and quality of the provided services’, ‘consistency
captures the ability of the SHE to exhibit a stable behavior also in the
presence of sudden and unpredictable events’, and ’resilience captures
the ability of the SHE to react to unavoidable crisis and go back to an
acceptable behavior’ [49].

El Moussa et al. define SHE failures as unacceptable degradations
of SHE health. Sommerville et al. observe that SHE failures are
unavoidable, and may occur even when all the comprising systems
behave according to their specifications [64], as well illustrated
with Flash Crash, the U.S. equity markets crash of May 6, 2010, an
exceptional stock market crash that caused a temporary loss of


https://orcid.org/0009-0006-6859-8012
https://orcid.org/0000-0002-3995-8529
https://orcid.org/0000-0002-4871-3734
https://orcid.org/0000-0002-0251-4473
https://orcid.org/0000-0001-5193-7379
https://creativecommons.org/licenses/by/4.0
https://creativecommons.org/licenses/by/4.0
https://doi.org/10.1145/3744916.3764539
https://doi.org/10.1145/3744916.3764539

ICSE °26, April 12-18, 2026, Rio de Janeiro, Brazil

about 800 billion U.S. dollars of market value, the cause of which

cannot be attributed to a software bug, but rather to a combination

of interactions that implicitly led to an unforeseeable scenario [23].

El Moussa et al’s paper suggests a correlation between SHE
failures and anomalies of the energy of SHE indicators, that is,
quantifiable elements that capture significant aspects of the SHE,
and provides a simple example that illustrates the hypothesis. We
refine the preliminary El Moussa et al.’s definition of SHE failures
and propose a new approach to monitor SHE health and predict

SHE failures. Early predicting SHE failures can trigger fast auto-

matic reactions to limit the impact of the failures, and offer timely

information to the operators of the systems that comprise the SHE
to activate recovery actions.

This paper presents several contributions to the state of the art:

(1) We characterize SHE failures as outstanding variations of some
indexes that capture the ultimate perception of SHE health,
in analogy with the well-known indexes that characterize the
status of complex systems, like the Flash Crash market value.

(2) We provide some relevant examples of SHE failures, by referring
to the case study of a ride-hailing SHE that we use as a running
example.

(3) We propose SEM, Smart human-centric Ecosystem Monitoring,
to detect health anomalies from the reconstruction error that
we compute with a denoising autoencoder [68] combined with
a transformer architecture [67]. Health anomalies signal degra-
dations before otherwise unavoidable SHE failures, and trigger
recovery actions on any subset of systems in the SHE.

(4) We present a prototype implementation of SEM, and discuss
the results of a set of experiments that confirm the correlation
between high reconstruction error of the autoencoder and SHE
health degradations that lead to SHE failures if not handled.
SEM predicts all failing scenarios half an hour on average and
at least ten minutes before the failures, in all our experiments.

(5) We describe a Digital Shadow of a ride-hailing SHE that we use
for experimentally evaluating SEM, and that we offer to the com-
munity in a replication package to reproduce our experiments
and comparatively evaluate new approaches.

(6) We report the results of experimenting with continual learning
to generalize SEM in the presence of substantial variations in
the dynamics of the SHE. Our experiments indicate that SEM
maintains its predictive abilities in the presence of significant
evolutions of the SHE, without requiring complete retraining.

The paper is organized as follows. Section 2 presents a precise
definition of SHE failures. Section 3 presents SEM, a transformer-
based anomaly detection approach to detect health anomalies in

SHEs. Section 4 proposes RH Digital Shadow, the Digital Shadow

of a peer-to-peer ride-hailing SHE that we use in our experiments.

Section 5 describes the main research questions that we address

in this paper, presents a set of experimental results on RH Digital

Shadow that confirm the validity of the research hypotheses, and the

generalizability of SEM with continual learning. Section 6 overviews

the related work. Section 7 summarizes the results presented in this
paper and indicates new research directions.
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2 SHE Failures

Studies of SHEs agree that failures are unavoidable (‘We can expect
that, with ULS systems, unusual situations and boundary conditions
will occur often enough that something will always be failing’ [31]),
may occur regardless of the correctness of the comprising systems
(‘The cause of the Flash Crash cannot be attributed to a software
bug, but rather to a combination of interactions that implicitly led
to an unforeseeable scenario’ [23]), and escape classic approaches
to correctness ( ‘it is impossible to specify the correctness of a SHE
in the presence of contradicting requirements of the autonomous sys-
tems’ [49]).

Manikas et al. introduce the concept of health to characterize
the intuitive concept of wellness of software ecosystems [47], and
El Moussa et al. characterize SHE health according to three non-
orthogonal dimensions, hardiness, consistency and resilience, and
briefly introduce the concept of SHE failure as unacceptable degra-
dation of SHE health [49]. E]l Moussa et al. characterize SHE health
and SHE failures by referring to the same metrics, and present an
example of SHE failure as a relevant degradation of hardiness.

We characterize SHE health and SHE failures by referring to
different sets of metrics (indicators for SHE health and indexes for
SHE failures), discuss and exemplify the difference between SHE
health degradation and SHE failure, and study both SHE health and
SHE failures with respect to all three dimensions of healthiness:
hardiness, consistency, and resilience.

We observe a significant difference between SHE health anom-
alies and SHE failures, analogous to the distinction in financial
markets between anomalous market conditions, which can precipi-
tate unforeseen profits or losses, and outright market failures, such
as the Flash Crash. We illustrate the differences between SHE health
anomalies and SHE failures with a simple but representative exam-
ple that we use as running example, a peer-to-peer ride-hailing SHE.
A peer-to-peer ride-hailing SHE emerges and evolves from the com-
position of autonomously owned and operated ride-managers (like
Uber [13] and Lyft [36]), payment services [14], smart cars [4], smart
GPS systems [12], and traffic alert systems [6], all interacting with
passengers and drivers. The systems comprising the ride-hailing
SHE are owned by different entities, operate autonomously accord-
ing to their own goals, and interact implicitly and unconsciously
through shared resources and hidden actions with unavoidable
contradictions and failures.

Unforeseen events like announcements of particularly long-
lasting major underground failures or gigantic flash mobs may
suddenly change the distribution of ride requests and duration of
the rides, leading to temporary reductions of SHE health, that is the
amount and quality of the provided services. While in the many
common situations observed so far in the field ride-hailing SHEs
self-balance, an anomalous presence of greedy drivers, that is, dri-
vers who decline invitations waiting for further increases of fares,!
can trigger exceptional amounts of declines, enormous increases
in fares and delays, massive amounts of passengers giving up, and
ultimately a SHE failure, that is a giant percentage of unsatisfied
requests. It is important to notice that these SHE failures are due to
implicit interactions and intrinsic contradictions of systems that

The trend of declining requests to increase fares is a hypothesis of eu.usatoday experts
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behave correctly, according to their specification and goals, and
people, who use the systems according to their needs.

Consistently with well-known complex systems, like financial
markets, we characterize SHE failures as sudden degradations of
some indexes that quantify perceivable unacceptable degradations
of SHE. The approach that we propose is parametric with respect
to the indexes, which depend on the application domain, and cap-
ture some relevant aspects of the SHE, similarly to stock exchange
indexes that capture the overall market behavior. A drop of the
stock exchange indexes below some thresholds are sometimes dev-
astating market crashes.? Similarly, an increase of the SHE indexes
above some thresholds are SHE failures.

In our ride-hailing SHE example, we refer to a failed_requests
index that captures the relevant global aspects of the SHE, and that
we define as the ratio between the ride requests that are not served
over all ride requests:

rides_not_served
1
where the value of requested_rides is the number of requests for
rides, and the value of rides not_served is the number of rides
ultimately not fulfilled by drivers, both computed with a rolling
average over time windows of fixed length, five minutes in our
experiments. Thus, the value of failed_requests captures the lack
of service as the percentage of ride requests that are not served.

In general, the impact of percentages varies with the values, and
the percentage of failed requests is not an exception: The relevance
of the percentage of failed requests depends on the demand of rides.
A degradation in the percentage of failed requests during periods
of high demand, like at peak hours, is more severe than during off-
peak times, like at night. We adjust the failed_requests index to
different demands with a logarithmic factor that takes into account
the average service requests that we observed during training, as
commonly done when considering values with a high variance.
When the number of requested rides (requested_rides) is below
a threshold that we fix as the average service requests that we
observed during training (avg_rides_requested), we multiply the
index value (failed_requests) by a logarithmic factor y (between
0 and 1) that we compute as the solution of the function y = a X
In(requested_rides + b) + ¢, where the coeflicients a and c are the
solution of the following system of linear equations:

axIn(b)+c=0

ailed_requests = ———————
f -red requested_rides

a X In(avg_rides_requested + b) + ¢ = 1 )
b=0.1
where b = 0.1 to ensure the function is defined with
requested_rides
=0°.

The value of the index failed_requests well captures the hardi-
ness of the SHE, since the quality of the ride-hailing SHE dramati-
cally decreases when the percentage of failed requests dramatically
grows. The standard deviation of the index failed_requests well
captures the consistency of the SHE, since the stability of the ride-
hailing SHE dramatically decreases when the standard deviation
of failed requests dramatically grows. The divergence distance of

2Like the Black Friday of 1929, a drop of 23% of the Dow Jones in two days
https://www.irishtimes.com/business/personal-finance/black-friday-anniversary
3requested_rides is a Natural number
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the moving average of failed_requests over the last minute (short-
term) with respect to the moving average over the last thirty min-
utes (long-term) well captures the resilience of the ride-hailing SHE,
since the density of failed requests dramatically increases, thus
indicating the difficulty of the SHE to go back to a normal behavior.

We experience a failure of the SHE (an unacceptable degradation
of SES health [49]), when all the three dimensions, hardiness, con-
sistency and resilience, remarkably deteriorate, that is, the strength
(hardiness), the stability (consistency) and the ability of the SHE to
go back to an acceptable behavior (resilience) all together vanish.
We detect a failure when (i) the value of the index failed_requests
(hardiness) exceeds the ggth percentile of the distribution observed
during the training period, (ii) the standard deviation of the index
failed_requests (consistency) exceeds the g9th percentile of the
distribution observed during the training period, and (iii) the dif-
ference between the short-term and long-term trends of the index
failed_requests (resilience) monotonically grows.

We experience a temporary anomaly of the SHE when either one
or two, but not all three dimensions among hardiness, consistency
and resilience deteriorate, that is, any subset of the healthiness of
the SHE temporary degrades, due to an exceptional but not disrup-
tive event. The persistency of at least an aspect of the healthiness
guarantees that the SHE will return to a normal behavior. For in-
stance, a degradation of hardiness and consistency, with a good
value of resilience, in a ride-hailing SHE may be due to an anoma-
lous peak of requests and a consequent temporary delay in the
services, before the return to a normal behavior.

3 SEM: Anomaly Detection for SHEs

We propose SEM Smart human-centric Ecosystem Monitoring to
detect anomalies, predict failures, and enable short- and long-term
recovery actions for SHEs.

For example, SEM may predict a major failure of a peer-to-peer
ride-hailing SHE due to inappropriate greedy drivers’ behavior and
trigger short- and long-term preventing actions. In the short term,
the city authority can temporarily suspend the service of the ride
managers to prevent an escalation of fares, or single ride managers
can force a temporary flat rate for the rides. In the long term, the
developers of the peer-to-peer ride-hailing services may define new
policies to compute the fares (the surge multiplier described later
in this section) to prevent the spread of greedy behaviors.

Figure 1 shows the core components of SEM, the preprocessor,

the denoising transformer autoencoder and the predictor, and the
Digital Shadow that interfaces SEM with the SHE.
Preprocessor The preprocessor converts the input metrics time
series into the indicators time series for the autoencoder: (i) It filters
out useless metrics; (ii) It computes the rolling average of a time
interval (300 timestamps, that is, 5 minutes, in our experiments), to
minimize the outliers and reduce the noise within the multivariate
time series; (iii) It computes the first-order difference of the time
series, for the transformer autoencoder that works on differences;
(iv) It normalizes the indicators between 0 and 1; (v) It builds float-
ing windows corresponding to 20 timestamps (20 seconds in our
experiments).

The input metrics depend on the domain. Table 1 reports a subset
of the metrics that we collect from the ride-hailing SHE with a
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Figure 1: SEM and RH Digital Shadow overview

granularity of a second. The interested readers can find the complete
set of metrics in the replication package. The ride-hailing metrics
refer to several aspects of the rides, including the status, duration,
distance, and price, and offer a snapshot of the status of the SHE.
The table reports the metrics with essential explanations that clarify
the metrics. The TAZs are the Traffic Analysis Zones that partition
the city. The Avg surge multiplier is a multiplier factor that Uber
and Lyft use to adjust the base ride fares that are computed from
the distance and duration of the trip [15]. The value of the surge
multiplier increases in response to a growing rate of unfulfilled
requests (that is, requests that drivers do not accept), and decreases
in the presence of a high concentration of available drivers with
respect to passengers requesting a ride in the TAZ.
Denoising transformer autoencoder The denoising transformer
autoencoder identifies anomalous values of the indicators that it
receives from the preprocessor. Previous work indicates the limita-
tions of rule-based approaches (Kwasny et al. [41], Waltl et al. [69])
and the advantages of neural approaches to predict failures in com-
plex systems [26, 52, 57, 59, 73]. Rule-based approaches do not deal
with scenarios that emerge only in production and that are a main
concern in SHEs. Thus, rule-based approaches aim at a different
target than our work. We experimented with Restricted Boltzmann
Machines (RBMs) [60], and Long Short-Term Memory (LSTM) [34]
autoencoders, before getting satisfactory results with transformer
autoencoders, which we chose as the core technology of SEM.

An autoencoder is an artificial neural network composed of an
encoder and a decoder. The encoder compresses the input data into
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Table 1: Sample metrics from the RH Digital Shadow

Metric

Description

Rejected rides
Active passengers
Moving drivers

Idle drivers

Avg surge multiplier
Avg expected price
Avg real price

Avg speed

Avg ride time

Avg meeting time
Avg ride length
Avg meeting length

number of rides that drivers reject

number of active passengers

number of drivers moving to a different TAZ
number of active drivers waiting for a ride request
average value of the surge multiplier for each request
average expected price for each ride

average final real price for each ride

average speed, computed for each ride

average time to complete a ride after pickup
average time of the driver to meet the passenger
average length of each ride after pickup

average length of each meeting route

a latent compressed representation with a lower dimensionality. The
decoder reconstructs the original input data from the compressed
representation of the encoder. An autoencoder is trained on a set
of input data to minimize the difference between the original in-
put and the reconstructed output, also known as reconstruction
error. The autoencoder learns to build a compact representation
of the input data (the latent space) that captures the underlying
structure, retains meaningful features, and ignores noise and irrele-
vant information. The reconstruction error indicates the degree of
correspondence of the input with respect to the training set: High
reconstruction errors spot largely anomalous inputs. A transformer
autoencoder pairs two transformer layers, and operates in parallel
with self-attention and positional encoding mechanisms, to capture
long-range dependencies between elements in a sequence. A de-
noising transformer autoencoder adds Gaussian noise to the input
data for training the autoencoder to learn how to ignore irrelevant
variations and focus on the underlying structure of data [68].
Figure 1 shows the two layers of the denoising transformer au-
toencoder that we trained with metrics collected over several hours
of common operation of the SHE.
Predictor The predictor signals a failure if the reconstruction error
remains over the 99t percentile of the distribution computed dur-
ing training for at least 78 seconds, that is, the maximum amount of
consecutive seconds from our training data where the reconstruc-
tion error is above the 99th percentile. We chose the ggth percentile
threshold as it is the most common choice in the literature [9, 26].

4 Ride-Hailing SHE Digital Shadow

The lack of central ownership may not allow monitoring metrics
of all systems in the SHE. The Digital Shadow between SEM and
the SHE completes the metrics collected from the SHE, and allows
to experiment with scenarios hardly reproducible in the SHE itself,
due to their disruptive effects.

A Digital Shadow includes (i) simulators of the environment
to experiment with scenarios hardly reproducible in the SHE, for
instance an alarm in the underground that causes a peak of ride
requests, (ii) models of the human behavior, to experiment with not-
yet-observed human behavior, for instance a sudden explosion of
‘greedy drivers’, and (iii) replicas of the software systems in the SHE,
to gather metrics that are not directly available from the SHE, for
example the fares of Lyft, a ride-hailing provider that does not share
the internals. A Digital Shadow differs from Digital Twins [39, 48],
since it does not exert any action on the physical SHE.
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Figure 1 outlines the main components of the RH Digital Shadow,
the Digital Shadow of a peer-to-peer ride-hailing SHE that we de-
veloped to validate our approach. The RH Digital Shadow simulates
the aspects of the smart city that are relevant for the ride-hailing
SHE (the city plan (D) in Figure 1 and the traffic 2)), models the
human behavior that impacts the ride-hailing systems (drivers (3)
and passengers (@), and replicates the ride-hailing systems in the
SHE. The ride-hailing subsystem is a parametric module that can
be instantiated into different service providers, by specifying base
fare, service fee, cost per mile, cost per minute, maximum ride length,
maximum driver search area, and maximum driver shift time. In our
experiments we instantiated Uber (5) and Lyft (), the two compet-
ing ride-hailing providers widely available in San Francisco.

We fed the Digital Shadow with publicly available data for the
city of San Francisco, Uber, and Lyft, to simulate the behavior of
SEM with an actual SHE.

City (D The RH Digital Shadow simulates a city with the Simula-
tion of Urban MObility, SUMO [45], and its APIs: TraCI [72] and
sumolib. We implemented a Map Parser that imports both the road
layout and the characteristics (ways and points of interest) of a city
from OpenStreetMap OSM [33] into SUMO. We partitioned the city
into Traffic Analysis Zones (TAZs), the smallest units on the map
for analyzing city traffic, to support the dynamic distribution of
passengers and drivers across different districts. We instantiated
the city with San Francisco, since both historic and current detailed
data of the traffic of San Francisco are publicly available.

Traffic ) The RH Digital Shadow simulates the Traffic by generat-
ing cars according to the average hourly traffic of the city, and by
assigning a route to each generated car. The cars exit the system
at the end of their route. For our experiments we used the average
hourly data observed at all intersections within the city of San
Francisco over 5 workdays.*

Drivers (3 The RH Digital Shadow models the Drivers by generating
new drivers in the city at each timestamp. The Drivers module
distributes drivers according to both the average hourly data of the
Transportation Authority of San Francisco® and Uber Movement®.

Each driver is affiliated to a ride-hailing service (either Uber or
Lyft in our experiments), and moves on a route within the city (San
Francisco). The RH Digital Shadow dynamically adjusts the initial
route assigned to the driver, to model the reactions of the driver
to the distribution of ride requests. Once the driver accepts a ride
request, the RH Digital Shadow modifies the route to reach the pick-
up location. When the driver reaches the pick-up location, the RH
Digital Shadow updates the ride to the destination of the passenger.
The RH Digital Shadow monitors time, speed and distance traveled,
and computes the offered fare at the time of the request and the
final fare at the end of the ride, by including any surge pricing. The
drivers either accept or decline requests depending on both the
offered fare and the personality of the driver.

We characterize the distribution of personalities of drivers by
merging the complementary information from Kooti et al.’s and
Cook et al’s studies [24, 40], which discuss the relation of drivers’

“Data publicly available at data.sfgov.org/Transportation, at the time of writing
Shttps://www.sfcta.org/projects/tncs-today-2017
Chttps://www.uber.com/newsroom/introducing-uber-movement. Uber Movement was
discontinued in October 2023, in our experiments we use the data that we gathered
prior up to the closure of the website, and that are available in our replication package.
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behavior with respect to different parameters, like the number of
years of experience as Uber drivers, with the publicly available
data from the Transportation Authority of Chicago, which outline
the distribution of experience among Uber drivers. The RH Digital
Shadow abstracts the personality of the drivers with the probability
of accepting a ride request depending on the revenue for the drivers.
In our RH Digital Shadow, we define three different personalities
for drivers: (i) greedy driver: high probability of drivers accepting
requests when the surge multiplier is high, (ii) hurry driver: high
probability of drivers accepting rides even when the surge multiplier
is low, (iii) normal driver: moderate probability of accepting rides,
in between greedy and hurry. For instance, hurry drivers accept
unprofitable rides (surge multiplier between 1 and 1.2) with 90%
probability, since hurry drivers tend to accept most of the rides
despite the fares, while greedy drivers accept unprofitable rides
with 30% probability, since greedy drivers tend to maximize the
profit. In our experiments, we use a standard distribution of 21%
‘hurry’ drivers, 24% ‘greedy’ drivers and 55% ‘normal’ drivers, by
referring to the data available from the Transportation Authority of
Chicago.” We refer to the data of Chicago since we have no access
to the data of San Francisco, and the sizes of the urban areas of San
Francisco and Chicago are comparable.

Passengers @ The RH Digital Shadow models Passengers by gener-
ating new passengers in the city at each timestamp. The Passengers
module distributes new passengers requesting rides according to
the data of the Transportation Authority of San Francisco and Uber
Movement, as in the case of drivers.

Each passenger enters the SHE with a request for a ride to a
ride-hailing provider (either Uber or Lyft, in our experiments). Pas-
sengers’ requests are distributed among Uber and Lyft according
to the current U.S. market share,® 75% for Uber as first choice, and
25% for Lyft. After the initial request, passengers wait for an offer,
and either accept the offer (and complete the ride) or decline the
offer and either forward the same request to the other ride-hailing
provider or exit the SHE. The passengers either accept or decline
offers depending on personality and fare (surge multiplier). Simi-
larly to the drivers, the RH Digital Shadow abstracts passengers’
personality with the probability of accepting/declining an offer, and
considers three types of personalities: (i) greedy passenger: high
probability of passengers accepting rides when the surge multiplier
is low, (ii) hurry passenger: high probability of passengers accepting
rides even when the surge multiplier is unfavorable (high), (iii) nor-
mal passenger: moderate probability of passengers accepting rides,
in between the greedy and hurry ones. We retrieved the distribution
of Uber users’ ages from statista.com, and their different attitudes
from Ashkrof et al’s study [5], and merged the complementary
data. In our experiments, we use a standard distribution of 37%
‘hurry’ drivers, 18% ‘greedy’ drivers and 45% ‘normal’ passengers.
Uber B) The RH Digital Shadow replicates Uber, by instantiating a
Ride-hailing module parametric with respect to: base fare, service
fee, cost per mile, cost per minute, maximum ride time, maximum
drivers available, and maximum driver shift time, with both publicly
available data?!? and the study of Chen et al. [15]. Uber publicly

"https://data.cityofchicago.org/Transportation-Network-Providers-Drivers
8https://secondmeasure.com/datapoints/rideshare-industry-overview/
“https://www.businessinsider.com/guides/tech/how-far-can-uber-take-you
Ohttps://www.uber.com/en-GB/newsroom/introducing-new- driver-hours-policy/


https://data.sfgov.org/Transportation/SFMTA-Transit-Vehicle-Location-History-Current-Yea/x344-v6h6/about_data
https://www.sfcta.org/projects/tncs-today-2017
https://www.uber.com/newsroom/introducing-uber-movement-2/?id=562
https://data.cityofchicago.org/Transportation/Transportation-Network-Providers-Drivers/j6wf-834c/about_data
https://secondmeasure.com/datapoints/rideshare-industry-overview/
https://www.businessinsider.com/guides/tech/how-far-can-uber-take-you
https://www.uber.com/en-GB/newsroom/introducing-new-driver-hours-policy/
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Table 2: Main configurable parameters of RH Digital Shadow

Parameters

Description

Common values

TAZs_involved
driver_generation_ pol-
icy
passenger_generation_
policy
traffic_generation_ pol-
icy
traffic_speed_policy
driver_personality_
policy
passenger_personality
policy

market_share
surge_multiplier_ pol-
icy
time_update_surge_
multiplier
route_length_ distribu-
tion

workshift_policy

Zones of SF involved
Number of hourly drivers
added to each TAZ
Number of hourly requests
generated per TAZ
Number of cars added to
each TAZ per hour

Cars’ speed in each road
Prob. of driver’s personality

Prob. of passenger’s person-
ality

Uber, Lyft market

Surge multiplier algorithms

Update interval for surge
multiplier

Probability a passenger re-
quests a ride of a given
length

End of shift probability for
each driver at each times-
tamp

All (25 zones in total)
Historical data from SF
authorities

Historical data from SF
authorities

Historical data from SF
authorities

Speed limits of roads
Hurry 21%, Greedy 24%,
Normal 55%

Hurry 37%, Greedy 18%,
Normal 45%

Uber 75%, Lyft 25%
Uber and Lyft

5 minutes

Short 36%, Normal 22%,
Long 18%, Extreme 24%

Exponentially growing,
up to a max of 3% after
4 hours

shares!! the factors that determine the pricing algorithm, which
include the base fare, the service time, the miles driven, and the surge
multiplier. The surge multiplier is a factor that adjusts the final price
based on several dynamic factors, such as the time of day, weather
conditions, the ratio between drivers and passengers, and traffic
conditions. We implemented the pricing algorithm by referring to
the information that is publicly available at sport.publictravels.com.
Lyft 6 The internals of Lyft are not publicly available. The RH
Digital Shadow substitutes Lyft with a random forest [11] that we
trained on a publicly available dataset'? which includes data about
prices, distances and surge multiplier of the city of Boston, an urban
area with characteristics comparable with San Francisco. We tested
the random forest model with respect to data about Lyft, publicly
available for the city of Chicago, and we measured a 94% accuracy.

The RH Digital Shadow dynamically generates passengers, Uber
and Lyft drivers, and traffic cars at every second within each hour,
according to the publicly available data that are hourly sampled.

Table 2 lists the relevant parameters to configure the RH Dig-
ital Shadow with the default values that characterize the normal
scenario, that is, the routine in San Francisco, as available from pre-
vious studies [5, 15, 24, 40]. The full list with a detailed explanation
of the parameters is available in the replication package.

5 Experimental Validation

In this section we discuss the results of our experimental evaluation
of SEM. Section 5.1 presents the research questions that we address
with our experiments. Section 5.2 introduces the scenarios that we
use to validate SEM. Section 5.3 describes the experimental setting.
Section 5.4 explores the generalizability of the approach through
continual learning. Section 5.5 discusses the experimental results.
Section 5.6 acknowledges the threats to the validity of the results.

https://help.uber.com/riders/article/how-are-fares-calculated
2https://www.kaggle.com/datasets/ravi72munde/uber-lyft-cab-prices
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5.1 Research Questions

Our evaluation addresses three main research questions (RQs):

RQ1 Does SEM correctly reflect SHE healthiness? Question RQ1
investigates if the reconstruction error that the autoencoder
computes on the series of indicators offers a consistent view-
point of SHE healthiness, in terms of the value and stability
of the computed reconstruction error. A consistently low re-
construction error in normal execution conditions indicates
a correct representation of the SHE healthiness.

RQ2 Does SEM successfully predict SHE failures? Question RQ2
quantifies the usefulness of SEM predictions in terms of both
the ability to predict a failure before its occurrence and the
interval between the SEM prediction and the actual failure.

RQ3 Can SEM effectively generalize to significant SHE variations?
Question RQ3 assesses the generalizability of SEM, by study-
ing the robustness of SEM with respect to significant varia-
tions of the SHE.

5.2 Scenarios

We evaluate SEM in seven critical scenarios reported in the news
and literature: Underground alarm®3, Flash mob™*, Wildcat strike!®,
Long rides'®, Greedy drivers'”, Boycott Uber'®, and Budget passen-
gers'®. We summarize the scenarios by indicating the parameters
that change with respect to the common values reported in Table 2.
Underground alarm (TAZs_involved = city center (6 TAZs), pas-
senger_generation_policy +100%, traffic_generation_policy +50%) A
sudden alarm in an underground station causes the evacuation of
the station with an abrupt and chaotic explosion of ride requests in
the area. The amount of new requests depends on the crowd in the
station and the duration of the closure of the station. We implement
the immediate surge in passenger volume, as a 100% increase in ride
requests and a 50% increment of traffic in six contiguous high-traffic
areas in the city center, for 40 minutes after the alarm.

Flash mob (TAZs_involved = central area (11 TAZs), traffic_speed_
policy -90% in the city center and -80% in the remaining TAZs) An
unexpected flash mob blocks the city center with effects on the
neighbor TAZs. The traffic worsen, and pick-up and drop-off inter-
vals increase. We implement a flash mob in the city center with a
90% decrease of the average speed in the streets of the city center
(directly affected by the flash mob), and an 80% decrease in the
streets of the neighbor TAZs (indirectly affected by the flash mob).
Wildcat strike (driver_generation_policy -50%, work_shift_policy
-50% in 30 minutes) A sudden wildcat strike of drivers dramatically
reduces the availability of drivers. We implement a wildcat strike
with a decrease of 50% drivers who enter the SHE after the beginning
of the strike, and an increase of 50% drivers who terminate the work
shift for 30 minutes after the beginning of the strike.

Long rides (route_length_distribution = (1%, 4%, 10%, 85%) ) In 2010,
the eruption of the Eyjafjallajokull volcano paralyzed European air
traffic [61], quickly saturating the train system and the car rentals.

Bhttps://www.cbsnews.com/news/new-york-city-train-collision-cause-ntsb-report/
Yhttps://www.nytimes.com/2023/11/16/world/san-francisco-bay-bridge-protest
Dhttps://www.cbsnews.com/news/uber-strike-new-york-city-pay-raises
16https://bestreferraldriver.com/long-distance-uber
https://dLacm.org/doi/pdf/10.1145/3468264.3473137
Bhttps://en.wikipedia.org/wiki/Controversies_surrounding_Uber
https://www.thefamuanonline.com/uber-lyft-increasing-prices-affect-students


http://sport.publictravels.com/uber-estimate-san-francisco-bay-area
https://help.uber.com/riders/article/how-are-fares-calculated-/?nodeId=d2d43bbc-f4bb-4882-b8bb-4bd8acf03a9d
https://www.kaggle.com/datasets/ravi72munde/uber-lyft-cab-prices
https://www.cbsnews.com/newyork/news/new-york-city-train-collision-cause-ntsb-report
https://www.nytimes.com/2023/11/16/world/asia/san-francisco-bay-bridge-protest.html
https://www.cbsnews.com/news/uber-strike-new-york-city-pay-raises/
https://bestreferraldriver.com/long-distance-uber.html
https://dl.acm.org/doi/pdf/10.1145/3468264.3473137
https://en.wikipedia.org/wiki/Controversies_surrounding_Uber
https://www.thefamuanonline.com/2021/10/08/uber-and-lyft-increasing-prices-affect-students-on-campus/
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After few days, people with non-negotiable commitments consid-
ered taxi and ride-hailing for unusually long rides. We implement
the unusual length of the ride requests by changing the distribu-
tion of the length of the rides requests from (36%, 22%, 18%, 24%) in
normal conditions to (1%, 4%, 10%, 85%) in long rides conditions for
(Short, Normal, Long, Extreme) lengths of ride requests.

Greedy drivers (driver_personality_policy = (5%, 15%, 80%)) A sud-
den increase of ‘greedy drivers’, who decline ride requests also
with standard fares, when perceiving an increasing number of ride
requests, by following the experience that both Uber and Lyft in-
crease fares when the number of pending requests increases. We
implement the unusual increment of greediness by (i) changing the
distribution of new drivers who enter the SHE from (21%, 55%, 24%)
in normal conditions to (5%, 15%, 80%) in greedy drivers conditions
for (hurry, normal, greedy) drivers, and (ii) dynamically recomput-
ing the drivers’ ride acceptance rate by subtracting a greediness
factor that we compute as:

ratioszogg — ratio1goo

©)

greediness = —
surgemultiplier

at every minute, where ratiosgo and ratio1ggo are the average ratios
of pending passengers to available drivers over the past 5 and
30 minutes (300 and 1,800 seconds), respectively. The difference
between the growth of the passengers-drivers ratio in the short
term (ratiosgp, last five minutes) with respect to the longer period
(ratio1s00, 30 minutes) captures the intuition that a high increase
of average ratio in the last few minutes indicates some exceptional
conditions that may incentivize the spread of greediness. A high
difference in the two averages, adjusted with the surge multiplier
(at the denominator) reduces the likelihood of acceptance of the
drivers. The adjustment with the surge multiplier reduces the effect
when the prices are already high.

Boycott Uber (passenger_generation_policy -40%) In late January
2017, GrabYourWallet invited passengers to boycott Uber against the
decision of Uber not to join the protests against the U.S. Government
Executive Order 13769. As a result, approximately 200,000 users
deleted the Uber mobile app. We implement the critical protest with
a decrease of 40% passengers (that is, requests) who enter the SHE
after the beginning of the boycott.

Budget passengers (passenger_personality_policy = (5%, 15%, 80%))
Passengers with limited budget might discard ride offers, when fares
are particularly high. A peak of budget passengers, like at the end
of a student event, may dramatically affect the dynamics of fares
and rides. We implement a peak of budget passengers by shifting
from a distribution of new passengers who enter the SHE with
a prevalence of normal passengers ((21%,55%, 24%)) to a peak of
greedy passengers ((5%, 15%, 80%)).

5.3 Experimental Setting

The effectiveness of an autoencoder largely depends on the amount
of training data. It is best practice training an autoencoder with a
large amount of data collected in normal conditions, that is, without
any evident anomalous or erroneous behavior [7]. We trained the
autoencoder with data from 24 consecutive hours of execution of
the RH Digital Shadow in normal conditions. We collected all data
by executing the RH Digital Shadow on a Debian machine hosted
on Google Cloud, with 128GB of RAM.
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We executed the RH Digital Shadow for 27 consecutive hours of
traffic, with the setting of the parameters indicated in Table 2 that
we derived from data collected from production, as discussed in
Section 4. We collected 37 raw metrics every second for a total of
3,596,400 values for a time series of 97,200 timestamps. We pruned
the time series of metrics by removing both the first two hours and
the last hour of observations to obtain a clean observation of 24
consecutive hours without startup and shutdown perturbations.

We executed the seven scenarios presented above, as well as 11
additional scenarios that we obtained by combining them, for a
total of 18 scenarios, as discussed later in Section 5.5. We executed
each of the 18 scenarios for five hours. We started each execution at
9:00am of a working day, that we obtained as the average workload
of five consecutive working days from the publicly available data
of the Transportation Authority of San Francisco. We injected the
event at noon, after three hours of execution in normal conditions,
and terminated the execution after 2 hours with no failure, or at
the SHE failure occurrence, otherwise. We pruned the time series
of metrics by removing both the first two hours and the last 30
minutes of observations to obtain a ‘clean’ observation without
startup and shutdown perturbations. This setting gives us 2.5 hours
of ‘clean’ execution to study the effects of each scenario.

As discussed in Section 4, the RH Digital Shadow runs on SUMO,
which executes on a single core with obvious performance limita-
tions. The execution of an hour of real time on the Debian machine
requires over 17 hours of CPU time on average. The collection of
data for both training and experiments discussed below required
over 1,200 CPU hours (50 CPU days).

We identified the combination of hyperparameters for the de-
noising transformer autoencoder by training it on noisy data and
validating it on the denoised version of the same training set. Train-
ing on noisy inputs while validating on the denoised training set
ensures that the model focuses on learning robust representations
of normal behavior, improving anomaly detection performance [68].
We used a grid search strategy over 192 combinations, with the
Mean Squared Error (MSE) as the loss function for the evaluation.

Finally, we trained the model with the entire dataset and the
optimal hyperparameter configuration found with the hyperparam-
eters tuning. The final model is a denoising transformer autoencoder
with 1 transformer layer for both the encoder and the decoder and
a final Fully-Connected (FC) layer. The input is the multivariate
time series of the indicators. We generated non-overlapping win-
dowing of 20 timestamps (that is, 20 seconds), thus obtaining an
input shape of (32, 20, 37) with a batch size of 32. We trained the
model on the entire dataset for 500 epochs with a learning rate of
0.0001 and Adam optimizer [55], and referred to the MSE as loss
function. We computed the reconstruction error on the training set
with the average normalized Mean Absolute Error (MAE) across
all the 37 indicators.

We trained the autoencoder on a MacBook Pro M3 Max with
36GB of RAM. We completed the model tuning with grid search in
three days and the training of the autoencoder in half an hour.

5.4 Continual Learning

SHESs evolve over time with changes in the behavior of the systems
that comprise the SHEs. We evaluated the generalizability of SEM to
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Table 3: Grid search hyperparameter tuning

Hyperparameters Value range*

10, 20]
1,2]

Window size [

N layers encoder [

N layers decoder [1,2]
Number of attention heads [4, 8]
Embedding model dimension ~ [64, 128]
Feed-forward layer dimension  [128, 256, 512]
Learning rate [0.0001, 0.001]
Dropout rate [0, 0.2]

Batch size [32, 64]

*chosen configuration in bold

emerging and evolving scenarios, by dynamically introducing Flat,
a new ride provider, in the ride-hailing SHE. Flat offers rides at a
flat rate that depends only on the ride distance and not the duration
of the ride. We implemented Flat by referring to the San Francisco
cab fares,?® by excluding duration, and with no surge multiplier.
We experimented with a shift of passengers from Uber: 75%, Lyft:
25% to Uber: 65%, Lyft: 20%, Flat: 15%, with passengers who may
decide to change provider depending on the actual fare. The fare
of Flat is slightly higher than the base fares of Uber and Lyft, and
becomes competitive when the conditions lead the surge multiplier
to increase the fares. We experimented with the new provider in the
normal scenario and in the eight scenarios in which passengers and
drivers are most likely to change behavior due to their personality,
thus with the highest impact on the dynamics of the SHE (Greedy
drivers, Budget passengers, and their combinations).

We executed each scenario with the same conditions of the pre-
vious experiments, from 9:00am to 2:00pm, for a total of 5 hours,
with the event injected at noon for two consecutive hours or up to
a SHE failure. We pruned the time series of metrics by removing
both the first two hours and the last 30 minutes of observations.

We produced a new baseline by enriching the 24 hours of data
from the SHE with two providers with additional three hours of
data from the SHE with three providers in the normal scenario. The
limited additional training allows continual learning to integrate
new knowledge incrementally while striving to retain previously
acquired information [71], thus reducing the risk of catastrophic
forgetting [38]. Continual learning enables SEM to adapt to evolv-
ing conditions without the need for a whole retraining. We imple-
mented continual learning with Memory-Aware Synapses (MAS) [1]
to ensure that significant parameters remain stable while allowing
less critical parameters to adjust to new data. We implemented MAS
in the denoising transformer autoencoder model by adding a MAS
loss term to the original loss function:

Lyvas = Luvsg + A Z Qi(0; - 0))° (4)
7

where:

e [\sE is the standard task loss,

e ] is aregularization hyperparameter that controls the strength
of memory retention,

e Q; represents the importance measure for parameter 6;, com-
puted based on the sensitivity of the output function to 6;,

https://www.sfmta.com/getting-around/taxi/taxi-fares
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o 0; is the current parameter value, and
e 07 is the parameter value from the previous task.

We trained SEM with the MAS loss term on the new normal
scenario, which includes the flat-rate provider, for 100 epochs with a
learning rate of 0.00001, a batch size of 32 and A = 1. We updated the
reconstruction error on the training set with the average normalized
MAE across all the 37 indicators. We updated the predictor to signal
a failure alert if the reconstruction error remains over the 99t
percentile of the distribution computed during training for at least
75 seconds, the maximum amount of consecutive seconds from the
new training data where the reconstruction error is above the ggth
percentile. The approach relies on continual learning to dynamically
adjust the threshold for MAE.

5.5 Experimental Results

In this section we present the results of our experiments with the
RH Digital Shadow that answer the research questions.

RQ1: Does SEM correctly reflect SHE healthiness?

RQ1 investigates the correlation between SHE healthiness and the
reconstruction error that the autoencoder computes on the input
time series of the indicators. A consistently low reconstruction
error in normal execution conditions indicates a correct model of
the SHE healthiness.

We computed the reconstruction error with data from 24 con-
secutive hours (86,400 timestamps from 0:00am to 11:59pm of a
working day), data that we used for training. The values of the recon-
struction error range between 0.043 and 0.334. The reconstruction
error computed with data from the execution of all scenarios before
the injection of the event is consistently low, within the 6 and the
g4th percentile of the training error, thus confirming the values of
the training data. The consistently low values of the reconstruction
error confirm a good measure of the SHE healthiness.

RQ1 Findings: SEM well represents SHE healthiness: The reconstruc-
tion error that the autoencoder computes on the series of indicators
collected in normal execution conditions well reflects the SHE health-
iness, in terms of value and stability.

RQ2: Does SEM successfully predict SHE failures?

RQ2 investigates the correlation between SHE failures and the re-
construction error of the autoencoder. Persistent high values of the
reconstruction error indicate critical anomalies, that is, anomalies
that lead to SHE failures without corrective actions.

We computed the reconstruction error with the data from the
execution of the seven scenarios presented in Section 5.2: Under-
ground alarm, Flash mob, Wildcat strike, Long rides, Greedy drivers,
Boycott Uber, and Budget passengers, and pairwise combinations for
a total of 18 scenarios.

Table 4 shows (i) the failures (column Failure), (ii) the predictions
(column Prediction), (iii) the interval between the injection and
the prediction (column Time after injection), and (iv) between the
prediction and the failure (column Time before failure) observed,
for the seven single scenarios (top of the table) and the pairwise
combinations (bottom of the table). The SHE does not fail in any of
the seven single scenarios and in two pairwise scenarios (Budget
passengers+Greedy drivers and Budget passengers+Wildcat strike)


https://www.sfmta.com/getting-around/taxi/taxi-fares
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Table 4: Failures and predictions in different scenarios

Time Time

Scenario Failure Prediction after before
injection failure

Underground alarm (UA)  NO (H,C) NO - -
Flash mob (FM) NO (H,C) NO - -
Wildcat strike (WS) NO (H,C) NO - -
Long rides (LR) NO NO - -
Greedy drivers (GD) NO (C) NO - -
Budget passengers (BP) NO NO - -
Boycott Uber (BU) NO NO - -
GD + UA YES YES 1,528 sec 781 sec
GD + FM YES YES 348 sec 1,667 sec
GD + WS YES YES 1,401 sec 2,371 sec
GD + LR YES YES 1,190 sec 2,649 sec
LR + UA YES YES 1,043 sec 1,344 sec
LR + FM YES YES 411 sec 2,378 sec
LR + WS YES YES 1,337 sec 573 sec
BP + GD NO (H,C) NO - -
BP + WS NO (H,C) NO - -
BU + FM YES YES 1,795 sec 2,390 sec
BU + WS YES YES 2,199 sec 1,641 sec

H and C in column Failure indicate Hardiness and Consistency over threshold

(NO in column Failure). It fails in the other pairwise combinations
(YES in column Failure).

In the presence of Underground alarm, Flash mob, Wildcat strike
and the two pairwise combinations that do not fail, the SHE experi-
ences a degradation of both hardiness and consistency (indicated
with (H, C) in column Failure), while resilience remains below the
threshold. Thus, the SHE recovers after a temporary degradation.
In the Greedy drivers scenario the SHE experiences a degradation of
consistency ((C) in column Failure), while hardiness and resilience
remain below the threshold. In the Long rides, Boycott Uber and
Budget passengers scenarios hardiness, consistency and resilience
remain below the threshold. In the failing scenarios all hardiness,
consistency and resilience go out of range.

SEM predicts a failure (reconstruction over the g9th percentile for
more than 78 consecutive timestamps) for all (pairwise) scenarios
that fail (YES in column Prediction), and does not predict a failure
for all scenarios that do not fail (NO in column Prediction). SEM
predicts a failure no later than 2,199 seconds after the injection of
the scenario (the beginning of the anomalous conditions) (column
Time after injection), and at least 573 seconds before the actual
failure (column Time before failure). Thus, SEM predicts failures
only in the presence of anomalies that lead to failure, early enough
to allow for immediate preventing actions.

Figure 2 shows the diagrams of hardiness, consistency and re-
silience as the percentage of failed over total requests (diagrams
Indexes of Healthiness in the figure), and the mean normalized re-
construction error over time (diagrams Transformer Autoencoder
MAE over time) for four representative scenarios: Greedy drivers,
Underground alarm, Greedy drivers+Budget passengers, and Greedy
drivers+Underground alarm. Each diagram reports the values com-
puted in the 9,000 timestamps (150 minutes, 11:00am - 1:30pm) for
each scenario. The vertical blue line indicates the timestamp we
injected the event (at noon, timestamp 3,600) in all scenarios. The
diagram visualizes that hardiness is out of range (OOR) when the
percentage of failed requests is over the threshold (horizontal yel-
low line). It visualizes that resilience is out of range with a purple
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color of the percentage of failed requests, and does not visualize
consistency out of range, being consistency a standard deviation.

The Indexes of Healthiness diagrams of Greedy drivers, Under-
ground alarm, and Greedy drivers+Budget passengers scenarios indi-
cate that the SHE does not fail in these scenarios: only consistency
is out of range in the Greedy drivers scenario (vertical black bar),
and both consistency and hardiness (vertical red bar) are out of
range for the other two scenarios. The Indexes of Healthiness dia-
gram of the Greedy drivers+Underground alarm scenario shows that
hardiness, consistency and resilience go out of range at timestamps
4,571 (vertical red bar), 4,569 (vertical black bar) and 5,909 (vertical
purple bar), respectively.

The MAE diagrams of Greedy drivers, Underground alarm, and
Greedy drivers+Budget passengers scenarios show that the mean
normalized reconstruction error does not exceed the 99" percentile
threshold for more than 78 timestamps, while it does exceed the
threshold at time 5,128 (green vertical bar) for the Greedy dri-
vers+Underground alarm, thus correctly predicting the failure. The
distance between the green (timestamp 5,128) and the red (times-
tamp 5,909) vertical lines in the MAE diagram visualizes the interval
(781 seconds, about 13 minutes) for acting to prevent, mitigate and
accelerate the recovery from the failure.

The figure shows that the percentage of failed requests grows sig-
nificantly after the injection in the Underground alarm scenario, for
about 20 minutes. The reconstruction error rises up to the threshold
for less than 78 consecutive timestamps, and SEM does not predict
any failure. The reconstruction error well reflects the SHE healthi-
ness also in the presence of anomalous yet not critical events, that
is, even-some-time-strong events that perturb the SHE behavior
without leading to failures.

The interval between the failure alert and the actual failure (Time
before failure in Table 4) spans from 573 timestamps (10 minutes)
for the Wildcat strike+Long rides scenario, to 2,649 timestamps (44
minutes) for the Long rides+Greedy drivers combined scenario, with
an average prediction time of 1,755 timestamps (29 minutes). A fail-
ure alert of half an hour before the actual failure allows for different
(semi-) automatic recovery actions, for instance a temporary re-
ward offered to loyal drivers to reduce the effect of greediness, and
prevent the disruptive effect of the combination of two scenarios.

SEM predicts failures much before their occurrence, and can
effectively distinguish between temporary anomalies and failures,
while simple observations of the SHE do not: The easy observations
of underground alarms, flash mobs, and wildcat strikes cannot
distinguish transient anomalies from incoming failures, due to the
absence/presence of drivers’ behavior that can be deduced once the
failures occur, and cannot be observed directly on the SHE.

SEM identifies anomalies in less than a minute on a MacBook, a
time that does not impact on the failure predictions interval, making
SEM a viable solution for signaling real-time failures in production.

RQ2 Findings: SEM can successfully predict SHE failures: SEM
correctly predicts the failure in all the 9 failing scenarios, with a time
interval before the failure that allows for recovery actions.

RQ3: Can SEM effectively generalize to significant SHE variations?

RQ3 investigates the ability of SEM to adapt to significant variations
of the SHE. A consistently low reconstruction error in normal exe-
cution conditions and persistent high values of the reconstruction
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Figure 2: Sample indexes of healthiness (failed_requests) and mean normalized reconstruction error (MAE)

error in failing execution conditions, when the SHE undergoes a
major change, indicates the ability of SEM to generalize.

We investigate the generalizability of SEM, by experimenting
with SEM while introducing the new provider Flat, as discussed
in Section 5.4. Table 5 shows (i) the failures (column Failure), (ii)
the predictions (column Prediction), (iii) the interval between the
injection and the prediction (column Time after injection), and (iv)
between the prediction and the failure (column Time before failure),
observed for eight scenarios while Flat enters the SHE. The results
in the table confirm the ability of SEM to generalize to evolving
settings. The additional data collected to incrementally retrain the
autoencoder allow SEM to correctly predict all failures in the new
setting, with no significant variation of the interval between predic-
tion and failure. SEM correctly predicts failures that emerge when
Flat enters the SHE (rows Greedy drivers and BP+GD, in Table 5).
We argue that the different SHE behaviors may be due to the impact
of flat-rate rides on the behavior of ‘greedy’ drivers, who may not
be able to artificially push up the fares.

RQ3 Findings: SEM generalizes to significant variations of the SHE:
The reconstruction error consistently describes SHE healthiness and
predicts failures in the SHE, without complete retraining.

5.6 Threats to Validity

The main threat to the internal validity is the single case study:
We experimented with 18 scenarios of a single case study, due to
the limitations of the underlying SUMO package. A single case
study cannot be generalized; however, the peer-to-peer ride-hailing
case study presents all the main features of a SHE, and is thus
representative of a variety of SHEs.
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Table 5: Failures and predictions in different scenarios (after
Flat enters the SHE)

Scenario  Failure Prediction Time Time
after before

injection failure

GD YES YES 1,575 sec 2,068 sec
BP NO NO - -
GD + UA YES YES 1,295 sec 1,029 sec
GD + FM YES YES 293 sec 2,166 sec
GD + WS YES YES 2,736 sec 793 sec
GD + LR YES YES 1,841 sec 2,569 sec
BP + GD YES YES 1,982 sec 759 sec
BP + WS NO (R) NO - -

R in column Failure indicates Resilience over threshold

SHEs involve people, and it is impossible to inject failures in
real SHEs, like smart cities. Digital Twins are complex proprietary
systems. We run our experiments on a Digital Shadow that we
implemented with publicly available components (SUMO, TraCl,
sumolib, OSM), by referring to publicly available data (SFMTA,
SFCTA, and Uber Movement). We offer the RH Digital Shadow in a
package to replicate the experiments, confirm and refine the pre-
liminary results reported in this paper, and comparatively evaluate
new approaches. We carefully implemented the RH Digital Shadow,
and systematically tested the components that we implemented
with respect to the data we collected from systems in operation.

We selected the threshold of 99" percentile to identify anomalies
in reconstruction error, which, though common in the literature [9,
26], may miss rare but legitimate deviations.
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We are aware that the results may not be broadly generalizable.
Nevertheless, our experiments with continual learning demonstrate
the robustness of our solution to significant variations of the SHE.

The main threat to the external validity of our approach is the
data availability and governance. Our study assumes that the nec-
essary data can be collected, integrated, and synchronized from
multiple sources; however, in real-world scenarios, this may not al-
ways be feasible. Issues such as data ownership, access restrictions,
and interoperability between different systems could impact the
applicability of our approach. In our study, we relied exclusively
on open-source data, demonstrating that meaningful insights can
still be derived from publicly available information.

6 Related Work

To the best of our knowledge, this is the first study on predicting
failures in Smart Human-centric Ecosystems. We overview the rele-
vant papers about SHEs and the core anomaly detection approaches
that inspired our work.

SHE Failures We discuss the main work on SHEs in the introduc-
tion [10, 18, 20, 31, 46, 47, 50, 51, 54, 58, 62], where we define SHEs.
Here we focus on the few approaches that consider SHE failures.

Cioroaica et al. [19] present a flexible and scalable platform for
simulating and visualizing complex interactions among the compo-
nents of cyber physical systems, to ensure safety, reliability, and
performance. The approach is specific to automotive SHEs. Subse-
quently, Cioroaica et al. [21] discuss Digital Twins for evaluating
trust in Collaborative Embedded Systems (CES) in real-time sce-
narios. They address the challenge of ensuring trustworthiness in
open ecosystems where systems and services of varying origins
collaborate [17, 20, 22].

Sommerville et al. [64] well exemplify the relevance and impact
of SHE failures with a clear and inspiring presentation of the Flash
Crash’, an exceptional stock market crash, due to subtle interactions
among systems that correctly behave as expected. Batool et al. [8]
address challenges and potential failures in smart city ecosystems,
by focusing on the integration of Internet of Things (IoT) and Arti-
ficial Neural Networks (ANNs) to create an intelligent ecosystem
that optimizes smart city functions. El Moussa et al. [49] define SHE
healthiness, intuitively characterize SHE failures as unacceptable
degradation of SHE health, and argue the usefulness of free energy
to predict SHE failures.

Anomaly Detection for Failure Prediction Many recent ap-
proaches successfully exploit machine learning to detect anomalies
in software [56, 74] and complex systems [27, 43, 63]. Yang et al. [74]
propose a diffusion-based imputation method to predict failures in
large-scale cloud systems like Microsoft 365. Chennappan et al. [56]
introduce a software failure prediction technique using hybrid ma-
chine learning algorithms. Zhao et al. [77] and Khan et al. [37]
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demonstrate that deep learning can effectively identify complex
patterns when large training datasets are available.

The lack of labeled data has shifted researchers’ focus from su-
pervised [35, 70] to semi-supervised and unsupervised methods
that do not require labeled data for training. Sun et al. [66] ex-
ploit a graph autoencoder for data augmentation to address the
limitation of scarce labeled data in microservice-based systems.

Lee et al. [42] propose a semi-supervised cross-modal attention
approach to identify system anomalies based on heterogeneous

data. Several unsupervised approaches exploit autoencoders [32]
to reveal anomalies in different domains, from fraud detection [59]
to cloud-based systems [26, 74], sales [52] and air quality [73].
The most promising studies leverage transformers [67] to capture
long-range dependencies in time series data [75]. Zhang et al. [76]
propose a transformer variational autoencoder for detecting anom-
alies on several real-world time series datasets. Chen et al. [16]
use a transformer autoencoder to model the anomaly information
flow between network nodes in IoT systems. Fang et al. [29] train a
dual transformer autoencoder with adversarial learning, achieving
state-of-the-art results on several benchmark datasets.

7 Conclusion

In this paper we define SHE failures, present a Digital Shadow of a
SHE, propose an effective approach to predict SHE failures before
their occurrence, and discuss a set of preliminary results that open
relevant research directions towards reliable SHEs.

We present SEM, an effective approach to predict SHE failures
early enough to activate preventing actions. We validate SEM on
the Digital Shadow of a ride-hailing SHE operating in San Francisco.
The experiments confirm the possibility of SHE failures that may
occur in the presence of combinations of unavoidable events and
human behaviors, regardless of the correct behavior of the software
systems, and indicate the ability of our approach to predict failures
that cannot be revealed in advance with simple monitoring systems.

The results presented in the paper open important research di-
rections towards reliable SHEs. Our operational definition of SHE
health provides a measurable framework to deal with SHE failures,
well introduced in the literature, but never addressed so far, and en-
ables practitioners to move beyond component-level dependability,
and reason about ecosystem-level healthiness using observable indi-
cators. We offer a relevant experimental ground to the community,
to both study alternative approaches and move from prediction to
prevention with automatic proactive interventions, such as policy
enforcement, pricing adjustments, or targeted resource allocation.

8 Data Availability

We provide SEM and RH Digital Shadow, together with a compre-
hensive usage guide and all details in the replication package.?!

2 Replication package available at https://github.com/NiccoloPuccinelli/SEM
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